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( Al-Assisted Shopping Fraud )

Cybercriminals created fake e-commerce
websites that closely resembled trusted brands
and appeared in Al-assisted shopping
recommendations. Victims were lured by
attractive discounts, entered payment details,
and purchased products that were never
delivered. The incident demonstrated how Al-
generated recommendations can unintentionally
expose users to fraudulent websites.

Cause: Cloned shopping websites and failure to
verify website authenticity before purchasing.
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C Fake Shopping Websites )

Google's June 2026 Fraud & Scams Advisory
warned that cybercriminals are increasingly using
Al to create realistic fake shopping websites,
phishing pages, and fraudulent advertisements
that imitate trusted brands. These scams steal
payment details, login credentials, and personal
information, causing financial losses and identity
theft. Google identified this as a growing global
cyber threat affecting online shoppers.

Cause: Al-generated fake shopping websites,
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( Al Checkout Phishing )

South Korean authorities uncovered a large-scale
phishing campaign targeting online shopping
sites. Attackers used fake checkout pages into
legitimate payment processes tricking users into
entering their cards details and passwords before
redirecting them to the real payment page.
Authorities identified 5,707 cases involving stolen
credit card details and personal information.

Cause: Fake Al-generated checkout pages and
entering sensitive details without verifying

payment page authenticity.
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BEST PRACTICE

e Enable multi-factor authentication on all important online accounts.

e Purchase products only from official websites.

* Never share OTPs, passwords, PINs or banking credentials with anyone.
» Verify website URLs, payment pages and seller before purchasing.

e Avoid clicking suspicious links, advertisements, emails.

e Report fraudulent websites, suspicious transactions to authorities

immediately.

phishing pages and fraudulent advertisements
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( Al Fake Store Scam )

The growing use of Al-assisted online shopping
scams involving fake Instagram stores, fraudulent
delivery confirmations, parcel substitution and
OTP misuse. In one case a shopper lost ¥49,235
after paying a fake delivery verification fee while
another purchased sunglasses for 399 that
never arrived. Fraudsters exploit trust in digital
shopping and delivery systems to steal money
and personal information.

Cause: Al-generated fake shopping stores, OTP

misuse and inadequate verification of sellers.
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( Jamtara E-Commerce Fraud )

A cybercrime groups are using device farming to
conduct large-scale e-commerce fraud. The study
analyzed 70 million users and identifed 256 fraud
clusters around 45,000 fake accounts operating
from 9,000 devices. Fraudsters exploited
cashback and referral to steal money and
compromise customer accounts causing
financial losses for businesses and consumers.

Cause: Device farming, exploitation of return
policies and exploitation of saved payment

details.
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( Prime Day Delivery Scam )

During Amazon Prime Day cybercriminals
exploited the surge in online shopping by using Al
enabled phishing techniques to send fake delivery
messages, QR codes, emails and payment
requests. Victims were tricked into revealing
OTPs, card details or making fake delivery
payments. The attacks leveraged shoppers
expectation of parcel updates, increasing the
success of financial fraud and identity theft.

Cause: Counterfeit Amazon login pages, spoofed
customer support calls and clicking unverified
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NEWS OF THE MONTH

credentials,

Google filed a lawsuit against the operators of the
"Outsider" phishing network accusing them of using Al-
powered phishing kits to create fake banking, shopping and
government websites. The campaign generated over 1.5
million phishing URLs enabling large-scale theft of login
financial

information and personal data

highlighting the growing threat of Al-enabled cybercrime.
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https://www.ndtv.com/india-news/whatsapp-friendship-costs-lucknow-man-rs-1-92-crore-another-man-poses-as-woman-10746609
https://redmondmag.com/articles/2026/02/04/russian-hackers-continue-exploiting-microsoft-office-flaw.aspx?hl=en-IN
https://www.tps.ca/media-centre/news-releases/arrests-made-in-romance-scam-investigation/
https://crystalintelligence.com/thought-leadership/crypto-romance-scams-in-2026-ai-and-the-new-threat/
https://www.bisinfotech.com/digital-love-or-digital-trap-how-ai-is-creating-fake-soulmates/
https://www.reuters.com/legal/government/google-targets-ai-powered-phishing-new-york-lawsuit-2026-06-12/
https://www.theguardian.com/money/2026/jun/07/ai-chatgpt-shopping-scams-fake-websites
https://economictimes.indiatimes.com/news/new-updates/iit-nit-dtu-students-among-32-linked-to-10-entrance-exam-cheating-racket-how-this-multi-crore-delhi-scam-ran-from-a-dwarka-flat/articleshow/130163768.cms?from=mdr
https://indianexpress.com/article/technology/the-safe-side-how-to-avoid-shopping-scams-10769934/
https://www.techlusive.in/news/amazon-prime-day-delivery-scams-how-to-stay-safe-1668038/
https://the420.in/kanpur-d-pharma-admission-scam-fake-certificate-fraud/
https://timesofindia.indiatimes.com/city/lucknow/board-examinees-on-target-of-cyber-cons/amp_articleshow/130026504.cms
https://blog.google/innovation-and-ai/technology/safety-security/fraud-scams-advisory-june-2026/
https://en.bloomingbit.io/feed/news/115637
https://economictimes.indiatimes.com/news/india/ecommerce-fraud-goes-jamtara-style-powered-by-device-farming-report/articleshow/130601660.cms
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STAY ALERT, STAY SAFE, REPORT CYBERCRIME 1930

CYBER SAKCHHARTA ABHIYAN UNDER THE AEGIS OF CYBER AWARENESS CLUB
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This initiative contributes to the UN Sustainable Development Goals by promotlng cybersecurity awareness, digital safety, and resilient technological infrastructure.




