
CYBER BULLETINCYBER BULLETINCYBER BULLETINCYBER BULLETIN
CYBER AWARENESS CLUBCYBER AWARENESS CLUBCYBER AWARENESS CLUBCYBER AWARENESS CLUB
DEPARTMENT OF COMPUTER APPLICATIONDEPARTMENT OF COMPUTER APPLICATIONDEPARTMENT OF COMPUTER APPLICATIONDEPARTMENT OF COMPUTER APPLICATION

INTEGRAL UNIVERSITY, LUCKNOWINTEGRAL UNIVERSITY, LUCKNOWINTEGRAL UNIVERSITY, LUCKNOWINTEGRAL UNIVERSITY, LUCKNOW

Online Identity Fraud

A man lost ₹1.92 crore after befriending someone
on WhatsApp posing as a woman. The fraudster
gained trust through chats and showed fake profit
screenshots to convince the victim to invest in
fraudulent schemes. Later it was revealed that the
identity was fake and the victim had been
cheated.
Cause: Fake online identity and social engineering
used to lure victims into fraudulent investments..

AI Love Bot-Swarm Scam

Scammers are using AI-generated profiles and
chatbots to create fake romantic relationships
online. These bots send realistic messages,
photos and deepfake video calls to build
emotional trust. Victims are later asked for money
or personal information. Because AI profiles look
very real many people fail to recognize the scam
until it is too late.
Cause: AI-generated profiles and automated
messages used to build trust and commit online
fraud.

 Romance Scam Arrest

Police arrested two suspects after an
investigation into an online romance fraud
scheme. The scammers used fake dating profiles
and stolen photos to build relationships with
victims. After gaining trust they convinced victims
to send large sums of money for fake business.
Once the money was transferred the scammers
cut off communication and kept the funds. 
Cause: Fake online identities and emotional
manipulation used to obtain money.

AI Crypto Romance Scam

Synthetic Soulmate

AI is being used to create fake romantic partners
online. These AI-generated profiles or chatbots
build emotional connections with users.
Scammers may use them to gain trust manipulate
feelings & commit online fraud. This creates risks
related to emotional exploitation & digital safety.
Cause:  Misuse of AI-generated profiles &
deepfake content to manipulate  and exploit
victims for fraud or personal data.

Fake Degree Network

A Kanpur-based fraud involved criminals
promising admission to a D.Pharm course and
future job opportunities to gain trust. Victims
paid around ₹2.5 lakh, after which fake
certificates were issued. When questioned
fraudsters threatened victims. The scam caused
financial loss, fear and misuse of fake educational
credentials.
Cause:Cyber enabled fake admission promises,
forged certificates and intimidation tactics by
fraudsters.

Exam Integrity Breach

A Delhi-based racket manipulated over 10 online
entrance exams using remote desktop access and
WhatsApp groups for real-time answer sharing.
Students were recruited via fake internships to
solve papers. Aspirants paid ₹1.5–2 lakh for
guaranteed admission. The scam compromised
merit, enabled unfair selection, and exposed
major flaws in online exam systems.
Cause:Remote access misuse, organized solver
networks and weak online proctoring.

Phishing Result Trap

Cyber fraudsters targeted board exam students
by posing as evaluators and threatening failure
using real details like names and roll numbers.
They demanded ₹15,000 via UPI to “fix” results.
The scam exploited student anxiety, causing
financial risk and mental stress while exposing
misuse of personal exam data.
Cause:Phishing calls, data leakage and fear-based
social engineering.

Cybercriminals created fake e-commerce
websites that closely resembled trusted brands
and appeared in AI-assisted shopping
recommendations. Victims were lured by
attractive discounts, entered payment details,
and purchased products that were never
delivered. The incident demonstrated how AI-
generated recommendations can unintentionally
expose users to fraudulent websites. 
Cause:  Cloned shopping websites and failure to
verify website authenticity before purchasing.
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SMART ONLINE SHOPPING SAFETY

BEST PRACTICE

Enable multi-factor authentication on all important online accounts.
Purchase products only from official websites.
Never share OTPs, passwords, PINs or banking credentials with anyone.
Verify website URLs, payment pages and seller before purchasing.
Avoid clicking suspicious links, advertisements, emails.
Report fraudulent websites, suspicious transactions to authorities
immediately.

AI-Assisted Shopping Fraud

NEWS OF THE MONTH

Google filed a lawsuit against the operators of the
"Outsider" phishing network accusing them of using AI-
powered phishing kits to create fake banking, shopping and
government websites. The campaign generated over 1.5
million phishing URLs enabling large-scale theft of login
credentials, financial information and personal data
highlighting the growing threat of AI-enabled cybercrime.

AI Fake Store Scam

The growing use of AI-assisted online shopping
scams involving fake Instagram stores, fraudulent
delivery confirmations, parcel substitution and
OTP misuse. In one case a shopper lost ₹49,235
after paying a fake delivery verification fee while
another purchased sunglasses for ₹399 that
never arrived. Fraudsters exploit trust in digital
shopping and delivery systems to steal money
and personal information. 
Cause: AI-generated fake shopping stores, OTP
misuse and inadequate verification of sellers.

Prime Day Delivery Scam 

During Amazon Prime Day cybercriminals
exploited the surge in online shopping by using AI
enabled phishing techniques to send fake delivery
messages, QR codes, emails and payment
requests. Victims were tricked into revealing  
OTPs, card details or making fake delivery
payments. The attacks leveraged shoppers
expectation of parcel updates, increasing the
success of financial fraud and identity theft.
Cause: Counterfeit Amazon login pages, spoofed
customer support calls and clicking unverified
links

Fake Shopping Websites

Google's June 2026 Fraud & Scams Advisory
warned that cybercriminals are increasingly using
AI to create realistic fake shopping websites,
phishing pages, and fraudulent advertisements
that imitate trusted brands. These scams steal
payment details, login credentials, and personal
information, causing financial losses and identity
theft. Google identified this as a growing global
cyber threat affecting online shoppers.
Cause: AI-generated fake shopping websites,
phishing pages and fraudulent advertisements 

AI Checkout Phishing

South Korean authorities uncovered a large-scale
phishing campaign targeting online shopping
sites. Attackers used fake checkout pages into
legitimate payment processes tricking users into
entering their cards details and passwords before
redirecting them to the real payment page.
Authorities identified 5,707 cases involving stolen
credit card details and personal information.
Cause: Fake AI-generated checkout pages and
entering sensitive details without verifying
payment page authenticity.

Jamtara E-Commerce Fraud

A cybercrime groups are using device farming to
conduct large-scale e-commerce fraud. The study
analyzed 70 million users and identifed 256 fraud
clusters around 45,000 fake accounts operating
from 9,000 devices. Fraudsters exploited
cashback and referral to steal money and
compromise customer accounts causing  
financial losses for businesses and consumers.
Cause: Device farming, exploitation of  return
policies and exploitation of saved payment
details.
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This initiative contributes to the UN Sustainable Development Goals by promoting cybersecurity awareness, digital safety, and resilient technological infrastructure.


